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Abstract

    This study presents a technical evaluation of an integrated automation framework combining 
ServiceNow, Splunk, and Robotic Process Automation (RPA) to support real-time compliance 
tracking, incident response, and governance in enterprise IT environments. As regulatory com-
plexity and operational demands increase, automation is applied to reduce manual workload, 
accelerate incident resolution, and enhance audit traceability.

   The framework enables a bidirectional integration: alerts detected in Splunk initiate incident 
tickets in ServiceNow, while ticket status updates and resolution data from ServiceNow are 
transmitted back to Splunk for continuous compliance monitoring. RPA bots, developed using 
UiPath and Automation Anywhere, execute rule-based tasks such as ticket routing, evidence col-
lection, and audit documentation.

    Methodologically, the study incorporates architectural analysis, API-level workflow mapping, 
and scenario-based testing. Performance metrics—including resolution time, documentation 
completeness, and system responsiveness—were compared across manual and automated 
workflows. Results indicate measurable improvements in operational efficiency and consisten-
cy in compliance reporting.

    The framework addresses challenges in interoperability and orchestration, offering a scalable 
model for automation-driven IT service management. It contributes to the governance, risk, and 
compliance (GRC) literature by demonstrating how platform integration and automation can 
advance regulatory alignment and operational performance. Future research may investigate 
machine learning for intelligent ticket triage, integration with threat intelligence systems, and 
alignment with zero-trust security models.
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Introduction 

    IT operations form the backbone of enterprise digital infrastructure, supporting the systems, workflows, and services that enable 
organizational functionality. As digital environments grow in scale and complexity, the demand for real-time compliance monitoring, 
governance oversight, and operational efficiency has intensified. In response, organizations have increasingly adopted service man-
agement platforms, security monitoring tools, and automation technologies to enhance performance, transparency, and risk mitiga-
tion (Deshpande, 2024).

     However, these technologies are frequently implemented in silos, limiting visibility across systems, slowing incident response, and 
complicating audit readiness. Existing research offers limited guidance on integrated frameworks that unify service management, 
security analytics, and automation into a cohesive, compliance-driven model.

     While automation has improved service delivery by reducing manual tasks and streamlining incident workflows (Dahmani, 2024), 
many organizations continue to struggle with fragmented toolsets that operate independently. Despite improvements in data quality, 
system reliability, and regulatory alignment (Patrício et al., 2024), the absence of system-level integration constrains the scalability 
and consistency of compliance processes.

     ServiceNow, Splunk, and Robotic Process Automation (RPA) represent complementary platforms capable of addressing these chal-
lenges. ServiceNow supports workflow automation and centralized IT service management (Kirchmer & Franz, 2019); Splunk enables 
real-time event monitoring and operational analytics; and RPA automates rule-based tasks to increase efficiency and reduce manual 
effort (Syed et al., 2019). Although these technologies are widely deployed, their combined application remains underexplored in the 
context of unified compliance and governance.

    This study evaluates the integration of ServiceNow, Splunk, and RPA to address gaps in automation-enabled compliance tracking, 
incident response, and governance. The proposed framework supports operational visibility, process efficiency, and regulatory align-
ment. By bridging platform silos, this research advances a scalable model for automation-driven GRC in complex enterprise environ-
ments.

Significance of Paper

    As regulatory frameworks and operational demands evolve, IT departments face mounting pressure to adopt more advanced gover-
nance, risk management, and compliance (GRC) strategies (Barlybayev et al., 2024). Fragmented service management systems, siloed 
security tools, and manual compliance workflows continue to limit operational efficiency, reduce oversight, and delay response capa-
bilities. Although advances in automation and digital service management have occurred, existing research has primarily examined 
these domains independently, providing limited guidance on integrated solutions capable of bridging operational silos (Shilenge & 
Telukdarie, 2021).

     This study addresses a critical gap in IT service management, security event monitoring, and robotic process automation. This study 
proposes an integrated architecture that leverages ServiceNow, Splunk, and RPA technologies to create a unified compliance manage-
ment model. The framework supports scalable operations and sustained compliance by automating incident workflows, improving 
compliance tracking, and providing real-time insight into operational risk.

     The study offers practical insights into modernizing GRC functions by unifying platform workflows, reducing manual intervention, 
and improving incident documentation reliability. In highly regulated industries, where operational agility and regulatory adherence 
are imperative, integrated automation strategies are essential for sustaining competitive advantage and mitigating systemic risk (Gup-
ta et al., 2008). This research contributes to academic and industry perspectives on governance and compliance by evaluating how 
integrated automation across multiple platforms can support transformation within enterprise IT environments.
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Methodology

     This study adopts a technical case study methodology to examine the integration of ServiceNow, Splunk, and Robotic Process Au-
tomation (RPA) in enterprise IT environments. A case study approach enables system-level analysis of platform interoperability and 
automation outcomes within real-world operational contexts. Following Yin’s (2018) established principles, this design supports de-
tailed examination of technical architectures, workflow dynamics, and performance indicators in bounded, applied settings.

     The analysis is based on secondary case data drawn from publicly available technical reports. This approach provides access to oper-
ational detail across diverse implementations but presents limitations related to selective reporting, incomplete visibility into propri-
etary environments, and the absence of primary data validation. These constraints are acknowledged as a methodological limitation. 
To ensure analytic consistency, the study applies structured selection criteria and defines a uniform scope across cases.

     Three cases were selected based on: (1) integrated deployment of ServiceNow, Splunk, and RPA; (2) a documented focus on cyber-
security compliance or governance; and (3) the presence of quantifiable performance data. All criteria were equally weighted during 
selection. Case boundaries were defined by operational activities detailed in each source.

The analysis proceeds in three phases:

1.	 Architecture Review: Assessment of platform roles, integration mechanisms, and API-level communication.
2.	 Workflow Analysis: Mapping of incident management, compliance tracking, and automation processes.
3.	 Performance Evaluation: Comparison of resolution time, documentation quality, and system responsiveness in pre- and post-in-

tegration states.

     This framework enables systematic evaluation of automation-driven compliance strategies and supports future research into inte-
grated GRC models in complex IT environments.

Case Study Analysis

     This study analyzes three technical case studies to evaluate the integration of ServiceNow, Splunk, and Robotic Process Automation 
(RPA) in support of cybersecurity compliance and governance. Each case demonstrates the deployment of automation and monitoring 
technologies to improve operational efficiency, incident response, and audit readiness.

Case 1 - Deloitte: Public Sector Compliance Integration

   Deloitte implemented an integrated framework using ServiceNow and UiPath RPA to streamline compliance-related workflows 
across public sector agencies. Prior to integration, processes relied heavily on manual documentation and siloed oversight systems. 
The deployment resulted in a three- to fivefold increase in task throughput and an 80% reduction in processing times. Improvements 
in audit readiness were supported by centralized reporting and consolidated compliance monitoring (UiPath Inc., n.d.).

Case 2 - Financial Services Firm: Security Automation

     A financial institution integrated Splunk Enterprise Security, Splunk Phantom, and ServiceNow Security Incident Response to auto-
mate incident management. In the pre-integration environment, incident triage was manual and fragmented. The new configuration 
enabled Splunk alerts to trigger ServiceNow tickets and launch automated response playbooks via Phantom. This reduced average 
incident response time from multiple hours to under 30 minutes, while improving traceability and alignment with SOX and GLBA 
compliance requirements (Concurrency, n.d.).

Case 3 - Delta Air Lines: Operational Resilience and Governance

     Delta Air Lines deployed ServiceNow ITSM with RPA to optimize incident response and IT operations. Previously, monitoring tools 
lacked orchestration, and remediation required manual intervention. The integrated system enabled automated diagnostics and reso-
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lution workflows triggered by infrastructure alerts. The outcome included reduced mean time to resolution (MTTR), increased system 
availability, and standardized, auditable response procedures (Inclusion Cloud Digital Engineering, 2023).

     These cases demonstrate how integrated platforms can improve incident handling, compliance oversight, and governance outcomes 
across complex enterprise environments. The results support the proposed framework’s relevance to automation-enabled GRC strat-
egies.

Theories from the Literature

     This study revealed four established, interrelated theories that frame the integration of IT service management, security monitor-
ing, and compliance for automated governance, risk, and compliance (GRC) workflows: Systems Theory, Change Management Theory, 
Socio-Technical Systems (STS) Theory, and Kotter’s Eight-Step Change Model. These theories provide a multidimensional foundation 
for analyzing how technology, organizational structures, and human factors interact in automated governance ecosystems.

    Systems Theory, introduced by Bertalanffy (1968), conceptualizes organizations as complex systems with interdependent compo-
nents working toward shared objectives. This theory offers a valuable lens for examining how IT operations spanning service manage-
ment, security analytics, and automation can be effectively integrated. In this context, ServiceNow, Splunk, and RPA are interdependent 
subsystems whose coordination is critical to supporting resilient compliance and governance practices.

    Socio-Technical Systems (STS) Theory posits that optimal performance arises from the joint design of technical systems (e.g., plat-
forms, tools, infrastructure) and social systems (e.g., roles, policies, culture) (Trist & Bamforth, 1951; Clegg, 2000). Core principles 
include joint optimization and interdependence, which assert that technology and organizational structures must evolve in tandem to 
prevent misalignment and performance degradation (Cherns, 1976; Baxter & Sommerville, 2011). STS is widely applied in GRC con-
texts, where deploying tools like ServiceNow or RPA requires adaptation in policies, cross-functional roles, and workflow governance 
(Papazafeiropoulou & Spanaki, 2016). In this study, STS theory informs the alignment of automation architecture with compliance 
culture, ensuring that technical design supports organizational processes and stakeholder roles.

   Kotter’s Eight-Step Change Model offers a structured framework for leading organizational transformation, particularly in large-
scale IT or compliance initiatives (Kotter, 1996). The model emphasizes staged progression through eight steps: urgency, coalition 
building, vision formation, communication, empowerment, short-term wins, consolidation, and institutionalization. In the context of 
automation-enabled GRC, Kotter’s model supports proactive planning, role alignment, and leadership engagement during the platform 
integration process. Early automation wins, such as reducing manual compliance checks and building momentum, while later stages 
institutionalize change through updated policies, training, and performance metrics (Appelbaum et al., 2012).

    Change Management Theory, initially developed by Lewin and expanded by Cartwright (1951), underpins the broader human dy-
namics of system transformation. It describes the change as a three-stage process: unfreezing current behaviors, moving to new pro-
cesses, and refreezing them as institutional norms. This theory complements Kotter’s model by emphasizing the behavioral and psy-
chological readiness needed to adopt automation at scale. GRC integration ensures that technology transitions are reinforced through 
organizational learning and policy anchoring, providing a seamless transition.

    These frameworks offer a multi-theoretical lens to guide compliance automation’s technical and organizational components. Sys-
tems Theory and STS provide the architectural logic and alignment strategy, whereas Kotter and Lewin’s models facilitate adoption, 
cultural integration, and sustained transformation. Their combined application enables a comprehensive understanding of imple-
menting resilient, scalable, and user-aligned IT compliance systems.

Recommendations

    This section presents the Riggins-Stanfield Integrated Compliance-Driven Automation (ICDA) Framework, a multi-layered model 
synthesizing socio-technical, organizational change, user-centered adoption, and dynamic capability perspectives. The integrated ar-
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chitecture combines ServiceNow for IT service management, Splunk for security monitoring, and Robotic Process Automation (RPA) 
to automate compliance tracking, governance processes, and operational workflows. As depicted in Figure 1, the architecture estab-
lishes real-time communication pathways through RESTful APIs, WebSockets, and GraphQL services (ServiceNow, 2024).

Figure 1: Architecture of ServiceNow Robotic Process Automation (RPA) Integration Framework.

     Note. This figure illustrates the architecture for integrating RPA within ServiceNow, showing how attended and unattended robots 
interact with the ServiceNow instance via REST APIs and WebSockets. Key components include the AMB channel, GraphQL services, 
and plugin management through the RPA HUB and PLUGINS apps (ServiceNow, 2024).

    Splunk continuously monitors system events and triggers the creation of automated incident tickets in ServiceNow via REST API 
calls based on predefined thresholds (Koyya, 2021). ServiceNow workflows, augmented by RPA bots, manage ticket assignments, field 
updates, approvals, and escalation procedures aligned with compliance frameworks. Updates throughout the ticket lifecycle are syn-
chronized with Splunk to ensure end-to-end traceability and audit readiness (Splunk, n.d.). RPA bots execute rule-based tasks precise-
ly, utilizing parameters transmitted through GraphQL services, which support operational accuracy and compliance documentation 
(Syed et al., 2019).

    The comparative analysis demonstrated significant improvements over manual workflows, including a 45% reduction in incident 
resolution time, a 30% increase in ticket volume management speed, and a 22% decrease in false positives (Kaiser & Andris, 2022; 
Hristov et al., 2021). Compliance outcomes improved notably, with a 38% increase in audit trail completeness and a 27% improve-
ment in SLA adherence rates (Baskaran, 2023). Implementation challenges, such as interoperability limitations, data schema incon-
sistencies, and procedural resistance, were mitigated through a modular system design and standardized API integration strategies 
(Mărmureanu & Oprișa, 2023).

    The ICDA Framework is grounded in Systems Theory (Bertalanffy, 1968), Socio-Technical Systems Theory (Trist & Emery, 1960), 
Kotter’s Eight-Step Change Model (Kotter, 1996), the Technology Acceptance Model (Davis, 1989), and Dynamic Capabilities Theory 
(Teece, Pisano, & Shuen, 1997). It emphasizes technical-social alignment, structured change leadership, user-centered adoption strat-
egies, and adaptive capability development. It offers a scalable model particularly suited for highly regulated sectors where real-time 
compliance and governance resilience are critical.
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Figure 2: Riggins–Stanfield: Integrated Compliance-Driven Automation (ICDA) Framework.

    Note. This figure illustrates the ICDA framework, which outlines a multi-phase approach to achieving compliance and operational 
resilience through socio-technical alignment, change leadership, stakeholder adoption, and dynamic capability development.

Riggins-Stanfield Integrated Compliance-Driven Automation (ICDA) Framework

Layer / Component Description Supporting Sources
Event Detection and Monitoring Splunk collects and analyzes system events, 

triggering alerts for incident creation.
Hristov et al. (2021); Kaiser & Andris 

(2022)
Incident Response and Workflow 
Management

ServiceNow generates, categorizes, and 
routes incident tickets following predefined 
escalation workflows.

ServiceNow (2024)

Task Automation and Compliance 
Documentation

RPA bots execute rule-based ticket updates, 
collect audit evidence, and verify compli-
ance.

Huang & Vasarhelyi (2019)

Audit Synchronization and Reporting Ticket updates, audit logs, and compliance 
artifacts are synchronized between Service-
Now and Splunk.

Mărmureanu & Oprișa (2023)

Technical-Social Alignment (STS) Design integrates technical systems and 
workflows with continuous feedback loops 
to ensure seamless operation.

Trist & Emery (1960)

Structured Change Management 
(Kotter)

Leadership of integration through Kotter’s 
eight steps, emphasizing urgency and insti-
tutionalized change.

Kotter (1996)

User-Centered Adoption (TAM) Adoption is optimized through training, us-
ability enhancements, and initiatives aimed 
at perceived usefulness.

Davis (1989)

Adaptive Capability Development 
(Dynamic Capabilities)

Dynamic routines for sensing regulatory 
changes and reconfiguring workflows.

Teece, Pisano, & Shuen (1997)

Table 1: Riggins-Stanfield Integrated Compliance-Driven Automation (ICDA) Framework.
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     Note. This table presents the multi-layered structure of the ICDA Framework, combining operational components—event detection, 
workflow management, automation, and audit synchronization—with theoretical foundations in socio-technical systems, organiza-
tional change, user-centered design, and dynamic capabilities (Davis, 1989; Huang & Vasarhelyi, 2019; Kotter, 1996; Mărmureanu & 
Oprișa, 2023; Teece et al., 1997; Trist & Emery, 1960).

Performance and Implementation Findings

i.	 Efficiency Gains: 45% reduction in resolution time; 22% decrease in false positives; 38% improvement in audit trail complete-
ness (Baskaran, 2023; Kaiser & Andris, 2022).

ii.	 Implementation Challenges: Legacy system interoperability gaps, schema mismatches, and user adoption resistance, addressed 
through modular API-driven integration (Mărmureanu & Oprișa, 2023).

    This consolidated framework supports the synchronization of ITSM, security operations, and compliance workflows, offering a 
strategic roadmap for achieving audit-ready, resilient, and automated governance structures in dynamic regulatory environments.

Conclusions

     This study introduces the Riggins-Stanfield Integrated Compliance-Driven Automation (ICDA) Framework. This novel model inte-
grates ServiceNow, Splunk, and Robotic Process Automation (RPA) to support automated compliance tracking, governance functions, 
and operational workflows. The framework advances prior research by uniting socio-technical integration, change management lead-
ership, user-centered design, and dynamic capability development into a cohesive system architecture (Trist & Emery, 1960; Kotter, 
1996; Davis, 1989; Teece, Pisano, & Shuen, 1997).

     The study’s findings indicate that by aligning service management, security monitoring, and automation technologies measurable 
improvements in governance, risk mitigation, and compliance performance can be experienced. Results include a 45% reduction in 
incident resolution times, a 38% improvement in audit trail completeness, and stronger SLA adherence following implementation 
(Baskaran, 2023; Kaiser & Andris, 2022). The findings demonstrated in the study highlight the practical benefits of integrating auto-
mation across these platforms. Improved compliance monitoring, more efficient operations, and stronger audit readiness in regulated 
enterprise settings (Hristov et al., 2021).

    For industry practitioners, the Riggins-Stanfield ICDA Framework offers a scalable, adaptable approach for aligning IT operations 
with compliance mandates. Through leveraging modular API integrations and configurable workflows, organizations can streamline 
governance processes, reduce manual overhead, and respond more effectively to shifting regulatory conditions.

     Future research should explore the application of the ICDA Framework in high-priority sectors such as healthcare, financial services, 
and government, where operational risk, regulatory scrutiny, and data integrity are especially critical. Expanding the framework to 
these domains will support the continued development of compliance automation strategies that are both resilient and adaptable to 
evolving enterprise and industry demands.

    Future research should evaluate the ICDA Framework in high-priority sectors such as healthcare, financial services, and government, 
where regulatory complexity, operational risk, and data integrity are critical. Application in these domains will support the continued 
development of automation strategies tailored to complex compliance environments.

Recommendations for future Research

     Building on this study’s findings, several directions for future research are recommended. First, further examination of the integra-
tion of artificial intelligence (AI) and machine learning (ML) with service management and security monitoring platforms is warranted 
(Choi, 2023). Future research could assess how predictive analytics, automated classification, and anomaly detection capabilities en-
hance incident prioritization, compliance risk identification, and governance workflows.
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     Second, studies should evaluate the applicability of the integrated ServiceNow-Splunk-RPA architecture across different industries 
and regulatory environments (Siva Kumar et al., 2017). Comparative studies across healthcare, finance, and critical infrastructure 
sectors can offer practical insight into how automation-driven governance models perform under diverse regulatory conditions. These 
analyses help surface sector-specific challenges and support more rigorous assessments of scalability, adaptability, and the overall 
effectiveness of compliance practices.

     Longitudinal research is needed to assess whether integrated platforms lead to sustained gains in compliance, audit preparedness, 
and incident response over time (Talati, 2022). Such inquiry would offer more profound insight into the long-term strategic value of 
automation in building operational resilience.

     It is essential to explore the organizational and behavioral factors influencing integrated compliance systems more deeply. Empirical 
research on user adoption, governance maturity, and change management can help identify the structural and cultural conditions that 
support the successful implementation of automation in GRC environments. Expanding the technological scope to include AI-pow-
ered threat intelligence, zero-trust architectures, and cloud-native security controls could advance research into more sophisticated 
interoperability models. These technologies may improve real-time compliance monitoring, strengthen operational security, and sup-
port more adaptive governance in complex enterprise settings.

    These research directions seek to deepen insight into the role of integrated automation, artificial intelligence, and compliance 
systems in enterprise environments. By doing so, they support the design of governance models that are better equipped to adapt to 
evolving regulatory demands and operational complexity.
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